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Cisco 10S Embedded Packet Capture (EPC)

The Cisco I0S Embedded Packet Capture (EPC) delivers a powerful troubleshooting and tracing tool. The
feature allows for network administrators to capture data packets flowing through, to, and from, a Cisco
router.

EPC is a software feature consisting of infrastructure to allow for packet data to be captured at various points
in the packet-processing path. The network administrator may define the capture buffer size and type
(circular, or linear) and the maximum number of bytes of each packet to capture. The packet capture rate can
be throttled using further administrative controls. For example, options allow for filtering the packets to be
captured using an Access Control List and, optionally, further defined by specifying a maximum packet
capture rate or by specifying a sampling interval.

Note: You need to be running I0S version 12.4(20)T or later to use EPC.



Cisco 10S Embedded Packet Capture (EPC)

Cisco I0OS Embedded Packet Capture provides enhanced capabilities beyond those previously enabled in the
Router IP Traffic Export feature. EPC includes:

- Ability to capture IPv4 and IPv6 packets in the Cisco Express Forwarding path
- A flexible method for specifying the capture buffer size and type

- EXEC-level commands to start and stop the capture

- Show commands to display packet contents on the device

- Filter captured packets.

- Methods to decode data packets captured with varying degree of detail.

- Extensible infrastructure for enabling packet capture points.

- Facility to export the packet capture in PCAP format suitable for analysis using an external tool such as
Wireshark

Cisco I0S Embedded Packet Capture extends the embedded management capabilities of Cisco 10S and
provides another powerful tool to help resolve application and network problems. It can be particularly

useful in situations where it is not practical or desirable to tap into the network using a stand-alone packet-
sniffing tool or when the need arises to remotely debug or troubleshoot issues.



Prerequisites and Restrictions

The EPC software subsystem consumes CPU and memory resources in its operation. You must have adequate
system resources for different types of operations. Some guidelines for arranging the system resources are

provided below:

Hardware CPU utilization requirements are platform dependent.
Memory The packet buffer is stored in DRAM. The size of the packet buffer is user specified.
Disk space Packets can be exported to external systems. No intermediate storage on flash disk

is required.

Restrictions for Embedded Packet Capture:

eIn Cisco 10S Release 12.2(33)SRE, EPC is supported only on 7200 platform.
*EPC only captures multicast packets on ingress and does not capture the replicated packets on egress.
eCurrently, the capture file can only be exported off the device; for example, TFTP or FTP servers and local

disk.
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Capture Buffer

The capture buffer is an area in memory for holding the packet data. You can specify unique names, size and

type of the buffer, and configure the buffer to handle incoming data as required. The following types of data
are stored in a capture buffer:

Packet data - The packet data starts from datagramstart and copies a minimum of the per-packet-capture
size or datagramsize to the capture buffer.

Metadata - The metadata contains descriptive information about a set of packet data. It contains:
e A timestamp of when it is added to a buffer.

eThe direction in which the packet data is transmitted—egress or ingress.

*The switch path captured.

eEncapsulation type corresponding to input or output interface to allow the decoding of L2 decoders.

The following actions can be performed on capture buffers:

eDefine a capture buffer and associate it with a capture point.

eClear capture buffers.

eExport capture buffers for offline analysis. Export writes off the file using one of the supported file transfer
options: FTP, HTTP, HTTPS, PRAM, RCP, SCP, and TFTP.

eDisplay content of the capture buffers.



Capture Point

The capture point is a traffic transit point where a packet is captured and associated with a buffer. You can
define capture points by providing unique names and different parameters.

The following capture points are available:
¢|Pv4 CEF/interrupt switching path with interface input and output
*|Pv6 CEF/interrupt switching path with interface input and output

You can perform the following actions on the capture point:

eAssociate or disassociate capture points with capture buffers. Each capture point can be associated with
only one capture buffer.

eDestroy capture points. ©

eActivate packet capture points on a given interface. Multiple packet capture points can be made active on a
given interface. For example, Border Gateway Protocol (BGP) packets can be captured into one capture buffer
and Open Shortest Path First (OSPF) packets can captured into another capture buffer.

eAccess Control Lists (ACLs) can be applied to capture points.

Multiple packet capture points can be activated on a given interface. For example, Border Gateway Protocol
(BGP) packets can be captured into one capture buffer and Open Shortest Path First (OSPF) packets into
another.
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Configuring EPC

1) Define Capture Buffer

2) Define Capture Point

3) Associate Capture Point with Capture Buffer

4) Start packet capture

5) Stop packet capture

6) Transport capture from Capture Buffer to another device
7) Analyze packet capture.
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Starting Packet Data Capture

To capture packet data, a capture buffer and a capture point need to be defined. The capture point should
then be associated with the capture buffer. Enabling the capture point will start the process of capturing
packet data.

First we need to define a a capture buffer with a name and parameters:

rl#monitor capture buffer MYCAPTUREBUFFER ?
circular Circular Buffer

clear Clear contents of capture buffer

export Export in Pcap format

filter Configure filters

limit Limit the packets dumped to the buffer

linear Linear Buffer (Default)

max-size Maximum size of element in the buffer (in bytes)
size Packet Dump buffer size (in Kbytes)

<cr>

rl#monitor capture buffer MYCAPTUREBUFFER size 512 max-size 256 linear



Capture Buffer Options

circular (Optional) - Specifies that the buffer is of circular type.

clear (Optional) - Clears contents of capture buffer.

filter access-list (Optional) - Configures filters to filter the packets stored in the capture buffer using access
control lists (ACLs). Name or type of access lists can be specified as criteria for configuring the filters.

limit (Optional) - Limits the packets captured based on the parameters specified.

allow-nth-pak nth-packet (Optional) - Allows every nth packet in the captured data through the buffer.
duration seconds (Optional) - Specifies the duration of capture measured, in seconds. Range is from 1 to
2147483647.

packet-count total-packets (Optional) - Specifies the total number of packets captured. Range is from 1 to
2147483647.

packets-per-sec packets (Optional) - Specifies the number of packets copied per second. Range is from 1 to
2147483647.

linear (Optional) - Specifies that the buffer is of linear type. By default, the capture buffer is of linear type.
max-size element-size (Optional) - Maximum size of element in the buffer, in bytes. Range is from 68 to 9500.
size buffer-size (Optional) - Size of the buffer. Range is from 256 kilo bytes (KB) to 100 mega bytes (MB). The
default value is 1 MB.
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Starting Packet Data Capture

Once we’ve configured our capture buffer, we need to configure our capture point. In this example we want
to capture IPv4 traffic in both directions on FastEthernet port 0/1 (connected to the Internal LAN):

rl#monitor capture point ip cef INTERNALLAN fastEthernet 0/1 both
*Jun 20 20:45:34.487: $BUFCAP-6-CREATE: Capture Point INTERNALLAN created.

Now that we have a capture buffer and a capture point defined, we need to associate the capture point with
a capture buffer [remember: Each capture point can be associated with only one capture buffer]:

rl#monitor capture point associate ?
WORD Name of the Capture Point

rl#monitor capture point associate INTERNALLAN °?
WORD Name of the Capture Buffer

rl#monitor capture point associate INTERNALLAN MYCAPTUREBUFFER
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Capture Point Options

ip - Configures an IPv4 capture point.

ipv6 - Configures an IPv6 capture point.

cef - Specifies that the capture point contains Cisco Express Forwarding (CEF) packets.
process-switched - Specifies that the capture point contains process switched packets.
in - Specifies that the packets are captured in ingress direction.

out - Specifies that the packets are captured in egress direction.

both - Specifies that the packets are captured in ingress and egress directions.
from-us - Specifies that the packets are originating locally.
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Starting Packet Data Capture

After the capture buffer and capture point have been created and associated, all that remains is to start the
capture:

rl#monitor capture point start ?
WORD Name of the Capture Point
all All Capture Points
rl#monitor capture point start INTERNALLAN

*Jun 20 21:05:23.919: SBUFCAP-6-ENABLE: Capture Point INTERNALLAN enabled.
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Stopping Packet Data Capture

Once you’ve captured enough packets, you can stop the packet capture:

rl#monitor capture point stop ?
WORD Name of the Capture Point
all All Capture Points

rl#monitor capture point stop INTERNALLAN

*Jun 20 21:05:58.831: $BUFCAP-6-DISABLE: Capture Point INTERNALLAN
disabled.
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Exporting Packet Data For Analysis

You can export a packet capture to another device via multiple methods:

rl#monitor capture

ftp: Location
http: Location
https: Location
pram: Location
rcp: Location
scp: Location
tftp: Location

buffer MYCAPTUREBUFFER export °?

to
to
to
to
to
to
to

dump
dump
dump
dump
dump
dump
dump

buffer
buffer
buffer
buffer
buffer
buffer
buffer

rl#monitor capture buffer MYCAPTUREBUFFER export tftp://10.1.1.100/mycapturel.pcap

.

Make sure you name your file when exporting or you’ll get an error:

rl#monitor capture buffer MYCAPTUREBUFFER export tftp://10.1.1.100

% Export of Capture Buffer failed

*Jun 20 21:25:30.031: %BUFCAP-3-EXPORT BUFFER: Error exporting buffer
MYCAPTUREBUFFER to location tftp://10.1.1.100
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Open With Packet Analysis Software

- 2]

____mycapturﬂ .pcap - Wireshark

File Edit Wiew Go Capture Analyze  Statistics  Telephony Tools  Help

BwWoeM EEXEE AevsoT L (EEQAQAD #BB%|
Filter: |tcp.stream eq 2 |v Expression... Clear Apply
Mo, - Time Source Destination Protocol Infa
; 10.1.1.10 100,1.1,1¢ = 0wl 5 Ler ]
7 7.351997 100.1.1.100 10.1.1.100 TCR http > cadabra-Tm [S¥N, ACK] Seq=0 Ack=1 win=4128 Len=0 MSS=53§
8 7.351997 10.1.1.100 100.1.1.100 TCP cadabra-Tm > http [ACK] Seq=1 Ack=1l win=65535 Len=0
11 9. 0Fa000 1 G
12 9.279998 14 Follow TCP Stream
13 9.407957 1
14 G, 603006 1 Skream Content
15 9. 6035998 1 EOOEIES! !
16 9.804002 1 HTTP/1.1 400 Bad Request
17 9. 804002 1 Date: Mon, Ol Mar 1993 02:12:08 GMT
18 10.008000 1 Serwver: cisco-IOoS
19 10. 008000 1dq | |Accept-Ranges: none
20 10, 207995 1 n
21 10.207999 1q | 400 Bad Request
22 10.411957 1
23 10.423957 1
24 10, 619005 1
25 11.203990 1
26 11.399957 1 " P
£2 e aess 7 E[Save ﬁs]|Entlre conversation (134 bytes) v |O asCIl () EBCDIC () Hex Dump () C Arrays (%) Raw v
® Frame & (48 bytes on wire, 48 byte
Raw packet data [Filter Qut This Stream ] [ Close l
® Internet Protocol, src: 10.1.1.100
=

Transmission Control Protocol, Src Port: cadabra-Tm (1563), Dst Port: http (80), Seq: 0, Len: O
source port: cadabra-Tm (1563)
pestination port: http (800
[stream index: 2]
sequence number: 0 (relative sequence number)
Header length: 28 bytes
# Flags: 0x02 (S¥N)
window size: 65535
# Checksum: 0x8c80 [validation disabled]
® options: (8 bytes)

0000 45 00 00 30 of 96 40 00 Ff 06 eb 67 Oa 01 01 &4 E..0..&. ...
0010 B4 01 0L 64 06 1b 00 50 af e5 d0 4c 00 00 Q0 00 [ R PO S
0020 70 02 ff £ff 8c B0 00 00 02 04 04 ec 01 01 04 02 Pevieiae e

Profile: Default
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Clearing Packet Capture Buffer

rl#show monitor capture buffer MYCAPTUREBUFFER parameters

Capture buffer MYCAPTUREBUFFER (linear buffer)

Buffer Size : 524288 bytes, Max Element Size : 256 bytes, Packets : 36
Allow-nth-pak : 0, Duration : 0 (seconds), Max packets : 0, pps : O
Associated Capture Points:

Name : INTERNALLAN, Status : Inactive

Configuration:

monitor capture buffer MYCAPTUREBUFFER size 512 max-size 256 linear
monitor capture point associate INTERNALLAN MYCAPTUREBUFFER

rl#monitor capture buffer MYCAPTUREBUFFER clear

rl#show monitor capture buffer MYCAPTUREBUFFER parameters

Capture buffer MYCAPTUREBUFFER (linear buffer)

Buffer Size : 524288 bytes, Max Element Size : 256 bytes, Packets : 0
Allow-nth-pak : 0, Duration : 0 (seconds), Max packets : 0, pps : O
Associated Capture Points:

Name : INTERNALLAN, Status : Inactive

Configuration:

monitor capture buffer MYCAPTUREBUFFER size 512 max-size 256 linear
monitor capture point associate INTERNALLAN MYCAPTURERBRUFFER
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Disassociating Capture Point from Capture Buffer

rl#monitor capture point disassociate INTERNALLAN

rl#show monitor capture point all

Status Information for Capture Point INTERNALLAN

IPv4 CEF

Switch Path: IPv4 CEF , Capture Buffer: None
Status : Inactive

Configuration:
monitor capture point ip cef INTERNALLAN FastEthernet0/1 both

rl#show monitor capture buffer MYCAPTUREBUFFER parameters

Capture buffer MYCAPTUREBUFFER (linear buffer)

Buffer Size : 524288 bytes, Max Element Size : 256 bytes, Packets : 0
Allow-nth-pak : 0, Duration : 0 (seconds), Max packets : 0, pps : O
Associated Capture Points:

Configuration:

monitor capture buffer MYCAPTUREBUFFER size 512 max-size 256 linear
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Deleting Packet Capture Buffer and Capture Points

rl#no monitor capture buffer MYCAPTUREBUFFER
Capture Buffer deleted

rl#show monitor capture buffer MYCAPTUREBUFFER parameters
Capture Buffer MYCAPTUREBUFFER does not exist

rl#no monitor capture point ip cef INTERNALLAN fa0O/1
*Jun 21 00:07:25.471: FBUFCAP-6-DELETE: Capture Point INTERNALLAN deleted.

rl#show monitor capture point INTERNALLAN
Capture point INTERNALLAN does not exist



format:
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Viewing Packet Capture Data On The Router

While it’s highly recommended that you export the packet capture data to another device and analyze the
data with a program like Wireshark, you do have the option to view the packets on the router in ASCII

rl#show monitor capture buffer MYCAPTUREBUFFER dump
IPv4 LES CEF

21:05:34

48063CCO:
48063CDO:
48063CEO:
48063CFO0:
48063D00:
48063D10:

21:05:35

48063CCO:
48063CDO:
48063CEO:
48063CFO0:
48063D00:
48063D10:

09DEFFF5
1BEEOAO1
91D6367B
77770866
00010001

O9DEFFF5
1BEAOAOL
91D4367B
77770866
00010001

.235 UTC Jun 20 2010

08004500
0164C6CB
01000001
61636562
00

.235 UTC Jun 20 2010

08004500
0164C6CB
01000001
61636562
00

001E7ADF
003E9F8B
AEO5CODD
00000000
6F6F6B03

AA39001D
00007F11
0035002A
00000377
636F6D00

IPv4 LES CEF

001E7ADF
003ESF8D
AEO7CODD
00000000
6F6F6B03

AA39001D
00007F11
0035002A
00000377
636F6D00

FaO/1 None

ww.facebook.com.
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Viewing Packet Capture Data On The Router

You also have some simple filtering options when viewing data on the router:

rl#show monitor capture buffer MYCAPTUREBUFFER dump filter ?

direction
input-interface
13protocol
output-interface
pak-size

time

Filter output based on direction

Filters packet on an input interface

Filter packets with specific L3 protocol
Filters packet on an output interface

Filter output based on packet size

Filter packets from a specific clock time/date
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Verification Commands

There are two very good verification commands associated with EPC:

rl#show monitor capture buffer ?
WORD Name of the Capture Buffer
all All capture buffers
merged Merged View of Capture Buffers

rl#show monitor capture buffer all ?
parameters Parameters of capture buffer

rl#show monitor capture buffer all parameters

Capture buffer MYCAPTUREBUFFER (linear buffer)

Buffer Size : 524288 bytes, Max Element Size : 256 bytes, Packets : 36
Allow-nth-pak : 0, Duration : 0 (seconds), Max packets : 0, pps : O
Associated Capture Points:

Name : INTERNALLAN, Status : Inactive

Configuration:

monitor capture buffer MYCAPTUREBUFFER size 512 max-size 256 linear
monitor capture point associate INTERNALLAN MYCAPTUREBUFFER
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Verification Commands

rl#show monitor capture point ?
WORD Name of the Capture Point
all All capture points

rl#show monitor capture point all

Status Information for Capture Point INTERNALLAN

IPv4 CEF

Switch Path: IPv4 CEF , Capture Buffer: MYCAPTUREBUFFER
Status : Inactive

Configuration:
monitor capture point ip cef INTERNALLAN FastEthernet0/1 both
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Summary

With the addition of the Embedded Packet Capture (EPC) feature, Cisco IOS gives you ability to capture data
packets flowing through, to, and from, a Cisco router. You'll need to be running IOS version 12.4(20)T or later
and you'll need a beefy router with plenty of DRAM and CPU like the ISR series. You do have the ability to
view captured data on the router in ASCIl format with some limited filters, but in most cases you'll want to
transfer the captured data to another device to do the packet analysis (FTP, HTTP, HTTPS, PRAM, RCP, SCP,
and TFTP are all supported transfer methods).

While EPC does not take the place of a dedicated sniffer, NAM, or even a laptop with packet analysis software
installed; it does give you a nice packet capture option in situations when you don't have another method to
capture packets.



